System Center Data Protection
Manager 2010

Marek Chmel

Senior Systems Engineer & Trainer

mchmel@wbi.cz

Learnina Experience from VWBI

learning.whbi.cz wb]if




Introduction to DPM 2010
Planning DPM 2010 Deployment
Backup & Restore of MS Services

Monitoring

Agenda n

| opm | 2




Introduction

DATA PROTECTIONMANAGER2010

| opm | 3



LR




Microsoft*

Exchange Server

Microsoft

SQL Server

Microsoft

SharePoint

Products and Technologies

Microsoft
.Dynamics

Microsaft

Virtual Server 2005 R2
Microsoft'Hyper-V'Server

'5 Windows Server
Hyper-vV~

- .
'g Windows Server
file services

How It Works

&
-~

Active Directory®
System State

Upto
Every 15 minutes

Data Protection
Manager

. » Windows

-

Online Snapshots (up to 512)

Disk-based

MF- Recovery
Eriday)

‘_

P

Data Protection Manager

Disaster Recovery
with offsite replication & tape

—
/ Backup

Tape-based

/,/(/\

| opm | 5



Windows Serve® 2008 R2
Windows Server® 2008
Windows Storage Server 2008

Windows Server 2003 R2
Windows Serve? 2003 service Pack 1
Windows Storage Server 2003 R2

s .
. Windows Server  \vinqows Unified Data Storage Server

ek
!r..r; Windows _
Windows® 7

Windows Vista® Business or higher

Windows® XP professional - Service Pack 2

Windows System Protection Wbl
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'ﬁ Windows
Small Business Server 2008

Microsoft® SQL S e 200& 2065 and 2000 SP4

Microsoft® Exchange Server 2010 inciuding pAG
Microsoft® Exchange Server 2007 including LCR, CCR, and SCR

Microsoft® Exchange Server 2003service Pack 2

Microsoft® Office SharePoin® Server 2010, 2007, 2003

SharePoin®® Foundation 2010

Windows® SharePoin® Services version 3.0and 2.0

Microsoft® Dynamics® AX 2009

Windows® Essential Business Server 2008

Windows® Small Business Server 2008

Application Protection
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Host
Protect or recover the whole machine
No data selectability / granularity
nBare Met al Recoveryo of evi
Single DPM license on host, all guests protected
Protect non-Windows servers

One DPML fiagent o on Host

Guest
:‘ Protect or recover data specifically
No different than protecting the physical server
DPML per Guest

Windows Server 2008
Hyper-V

Virtualization Protection Wb
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Allow to browse content of the
protected computer

Recordschangesto protected data on a
per-volume basisin a hidden file called
the change journal

Transfer all of the change journals from
the server to the DPM

Deployment options
Manual

Via Admin Console

Concepts - Agents wlb]i]
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Collection of data sourceswith common
backup and recovery characteristics

Volumes
Shares
Sharepoint Lists
Configuration items
Backup target
Protection schedule
Recovery point creation interval
Consistencycheck interval
Network communications options

Protection Groups wlbli
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Synchronization transfers changes
between replica and source data

Replical copy of the protected data
Created during Initial process

Incremented by block-level changes

Recovery points

Replicasare stored in storage pool

Continuous Protection

Replicas and Sychnronization W]b] 1]
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Storage Pool

Direct attached storage
SASor SATA Disk
Network block-level storage
ISCSI
FibreChannel

Not supported
USB and FWDisks
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Planning the Deployment
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Decisionsto make

Synchronize or Retain Data
Synchronizeup to 15mins

Retain data for 99 Years
Data loss tolerance
Data loss implications

End UserRecovery
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Disk

Retention: 448 Days
File members: 64
Applications: 448

Synchronization Period
15 mins to 24 hrs

Recovery options
Files Admin defined
Applications. After Synchronization

Protections and limits Wbl
Short-term backup
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Tape
Retention 1 to 12 weeks

Frequency
Daily
Weekly
BiWeekly

Protections and limits Wb| 1
Short-term backup
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Retention 1 to 99 Years

Fre

Protection and limits

Long-term protection

guency
Daily
Weekly
BiWeekly
Monthly
Quarterly
Yearly
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Windows Server 2008 x64
KB 971254
KB 962975
KB 975759
Windows Server 2008 R2
Database
Included

Remote

Prerequisites Installed Automatically

Requirements g
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Storage pool cannot be created from
VHDs

ISCSlor Passthrough

Direct-attached tape not supported
ISCSlor Virtual Tape

Virtualization Considerations
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Server and Client Protection
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Server Protection

File Protection
Volumes
SIS
Folders

System Protection
System State

Bare Metal Recovery
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Recovery of a single item

Destination
Original Location
Alternate Location
Tape

Be Carefull about Shares Permissions

Recovering Files and Folders Wbl
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Same protection group

Bare Metal Recovery
Cannot be used for clients

Cannot be used for older servers than
2008

Cannot be used for DPMitself

System state
Recoverto network location

Use Windows Server Backup toapply

Systemstate and BMR mAn
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Exchange Servers
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H ®
Microsoft ety

Exchange Server2007 = 4 &stem Center

Data Protection Manager 2010

‘Erm!,
gl

Storage Groups

Database

Microso fte
E Exchange Server 2010

Exchange Backup wloli
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Backup options

Exchange 2003
Backup: SG
Recover. DB or SG

Exchange 2007
Backup: SG
Recover. DB or SG

Exchange 2010
Backup: DB
Restore: DB
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Exchange 2010 DAG
Only one full backup
Copy backups as an addition
Exchange 2007 CCR, SCR, LCR, SCC
Protect active
Protect passive

Leverage RSG

High availability wlbli]
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SQL Servers
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Instance : Accounting

,
’e\ Microsoft® —
« SQL Server l ol
/
I " Payroll

SQL Server Backup wlbli
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Instance : Accounting
2 Microsoft*
4 System Center

Data Protection Manager

Data Restored

Role-Based Privilege

SQL ServerRestore g
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SQL DBMigration
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